Abstract-Smart grid is a promising power delivery infrastructure integrated with communication and information technologies. Its bi-directional communication and electricity flow enable both utilities and customers to monitor, predict, and manage energy usage. It also advances energy and environmental sustainability through the integration of vast distributed energy resources. Deploying such a green electric system has enormous and far-reaching economic and social benefits. Nevertheless, increased interconnection and integration also introduce cybervulnerabilities into the grid. Failure to address these problems will hinder the modernization of the existing power system. In order to build a reliable smart grid, an overview of relevant cyber security and privacy issues is presented. Based on current literatures, several potential research fields are discussed at the end of this paper.
I. INTRODUCTION
W HILE technology and innovation continue to modernize industry, our electric power system has been maintained in the same way for decades. The increasing load and consumption demands increase electricity complications, such as voltage sags, black outs, and overloads. Meanwhile, the current electrical network contributes greatly to carbon emissions. The United States' power system alone takes up 40% of all nationwide carbon dioxide emissions [46] . Considering both economic and environmental interests, substantial changes must be made to such an unstable and inefficient system. Therefore, many nations (e.g., U.S., EU, Canada, China, Australia, South Africa, etc.) are now modernizing their power grids [42] . They believe that they not only require reliability, scalability, manageability, and extensibility, but also that they should be secure, interoperable, and cost-effective. Such an electric infrastructure is called a "smart grid."
Generally speaking, the smart grid is a promising power delivery infrastructure that is integrated with two-way communication and electricity flows. Through Availability > Integrity > Confidentiality [3] Architecture 1) flexible and dynamic topology; 2) center server requires more protection than periphery hosts [30] .
1) relatively stable treelike hierarchy topology; 2) some field devices require the same security level as the central server [30] .
Technology 1) diverse operating systems; 2) public networks; 3) IP-based communication protocols 1) proprietary operating systems; 2) private networks; 3) IEC61850-and DNP (Distributed Network Protocol) -based communication protocols.
Quality of Service 1) transmission delay and occasional failures are tolerated; 2) allow rebooting [30] . 1) high restrictions on transmission delay and failures; 2) rebooting is not acceptable [30] . data regarding power usage, delivery, and generation in nearreal-time [1] . According to the analysis results, the smart grid may provide predictive information and corresponding recommendations to all stakeholders (e.g., utilities, suppliers, and consumers) regarding the optimization of their power utilization [1] . It may also offer services like intelligent appliance control for energy efficiency and better integration of distributed energy resources (DERs) to reduce carbon emissions [2] . Apparently, it is not a simple grid in the sense of our current power grid. It can be regarded as a "system of systems" that involves both information technology (IT) and electricity system operations and governance. Such a complex system undoubtedly presents many challenges, especially in cyber security and privacy aspects [3] . Based on experiences gained from developed IT and telecommunication systems, we know that the envisioned grid will be a potential target for malicious, well-equipped, and well-motivated adversaries. Specifically, the grid can be subject to physical attacks by a human being, by malicious software that can harm the control system, or by using up the systems' resources to perform the attacker's own tasks. Any of these forms of disruption occurring to the grid can be highly dangerous. Threats such as fiddling with billing information of particular users can cause a major economical disturbance, if they are not monitored carefully. The power grids, on the other hand, are a major resource to the national defense, and any form of attack on these can cause havoc. Furthermore, increased connectivity of the grid will enable personal information collection, which may invade consumers' privacy. Failure to eliminate these threats 1553-877X/12/$31.00 c 2012 IEEE will hinder the modernization of the existing power industry. Although contemporary security technologies, such as virtual private networks (VPNs), intrusion detection systems (IDSs), public key infrastructure (PKI), anti-virus software, firewalls, etc., have well protected the IT infrastructure, they still cannot be very effective by directly deploying them without changes in the smart grid due to their inherent differences, as described in Table I . For example, intruders may utilize VPN to hack the power grid. The North American Equipment Council (NREC) reported the effects of a slammer worm on the power utilities used over in North America [48] . In a quoted example they claim: "The worm migrated through a VPN connection to a company's corporate network until it finally reached the critical supervisory control and data acquisition (SCADA) network. It infected a server on the control-center LAN that was running MS-SQL. The worm traffic blocked SCADA traffic."
In fact, we may transplant some IT security techniques into the smart grid to meet its security and privacy requirements. However, while choosing any of the possible security measures, there always exists a tradeoff among security, cost, and performance. Employing firewall or proxy systems may reduce the risk of having a denial of service attack on the servers, but these strategies fail when there is an attack on the application layer, such as planting a Trojan. A Trojan horse referred to here is malicious software that acts as if it performs the intended functionality, but secretly passes credentials and other secure information to the attacker. Power grids usually are equipped with their own subnets and IP segments. These measures tend to make them a little more secure when compared to general systems built off the Internet, but an attack by gaining physical access to the system can rarely be avoided. An understanding of system components and associated cyber-vulnerabilities is therefore necessary for the smart grid deployments and is the motivation of this paper.
The remainder of this paper is organized as follows. Section II briefly gives an overview of the smart grid and relevant technologies. In Sections III and IV, cyber security and privacy issues in the smart grid are discussed, respectively. Section V provides future research directions. Finally, we conclude this paper in Section VI.
II. OVERVIEW OF SMART GRID

A. Features
In 2007, the U.S. National Energy Technology Laboratory (NETL) [6] identified seven principal characteristics for modern power grid design. Later in 2009, the U.S. Department of Energy (DOE) merged two of them (self-heals and resists attack) and restated the design features and benefits for smart grid as follows [2] :
1) Enabling Informed Participation by Customers: Unlike traditional power systems, customers are better informed by a two-way communication technology. The entire smart grid becomes an active electricity market that allows customers to shift load and to generate and store energy based on nearreal-time prices and other economic incentives. Through bidirectional electricity flow, customers are also able to sell surfeit stored energy back to the grid when the price is high.
Such demand-response mechanisms help the grid balance power supply and demand, thus enhancing the efficiency of power usage.
2) Accommodating All Generation and Storage Options: The smart grid not only accommodates remote centralized power generation, but also adopts diverse and widespread distributed energy resource (DER) (e.g., solar, wind, or geothermal energy) through flexible network architecture and distributed management. This concept is proposed to alleviate peak load, to support back-up energy during emergencies, and to satisfy the grid's developing in accordance with the natural environment, society, and the economy.
3) Enabling New Products, Services, and Markets: New products and services are essential parts of the smart grid that can promote low-cost and green solutions for all power users. By using consumer-oriented "smart appliances" or intelligent electronic devices (IEDs), for instance, customers or authorized service providers can remotely control IEDs' power usage. Markets act as coordinators managing a series of independent grid parameters, such as time, capacity, the capacity rate of change, service quality, etc. When necessary, markets will adjust those variables to balance the power supply and demand of the entire grid.
4) Providing the Power Quality for the Range of Needs:
Power quality involves factors like voltage flicker, voltage volume, momentary interruptions, etc. Different consumers may have distinct power quality requirements (e.g., industrial vs. residential users). To satisfy a particular consumer's power usage, the smart grid must meet a wide range of power quality needs in terms of architectural designs and contract concerns.
5) Optimizing Asset Utilization and Operating Efficiently:
The smart grid is a complex system of systems that manages a variety of appliances, facilities, and DERs. Optimizing the utilization of those assets and enabling efficient operation and maintenance will reduce both whole life-cycle and investment costs and power consumption. A reasonable and robust management method should therefore be developed.
6) Operating Resiliently to Disturbances, Attacks, and Natural Disasters: This concept is proposed to ensure the reliability of the power grid. Regardless of the type of physical damages or cyber attacks, the smart grid can effectively resist these problematic events through local, regional, and national coordination. As a countermeasure, authorized operators can quickly isolate the suspected grid components and readjust nearby DERs to support the affected areas. The smart grid is also able to "self-heal" hidden faults by using technologies such as advanced sensing systems, timely detection, automatic control devices, etc.
B. Architecture
To date, the architectural framework and implementation standards of the smart grid are still under investigation by the academic [7] , [8] , [16] , industrial [1] , [17] , [18] , [30] , and government sectors [2] , [4] , [6] . Although there are various designs for the grid architecture, almost every case follows the common reference model [4] proposed by the U.S. National Institute of Standards and Technology (NIST). Fig. 1 . NIST reference model for the smart grid [4] As shown in Fig. 1 , NIST's model consists of seven logical domains [4] . Each one of the above four (Bulk Generation, Transmission, Distribution, and Customers) can generate, store, and deliver electricity in two-way. The bottom three (Markets, Service Providers, and Operations) mainly manage the movement of electricity and provide relevant information or services to power consumers and utilities. Three types of customers are present in this model: HAN (Home Area Network), BAN (Building Area Network), and IAN (Industrial Area Network). Within those areas, AMI (Advanced Metering Infrastructure) is deployed to monitor all incoming and outgoing electrical and communication flow.
Bulk Generation
To interconnect these domains, Cisco [1] argued that the whole system should use an independent "network of networks." It also claimed that the best standard suite of protocols for the smart grid is the Internet Protocol (IP) [1] . Since IP has already achieved great success in the current Internet in terms of flexibility, security, and interoperability, Cisco believes that the interoperability standards of the smart grid should use IP architecture as reference [1] . In addition, several researchers have proposed their own opinions on how to implement this model. Clark and Pavlovski [7] studied the pros and cons of wireless network applications for the smart grid and then suggested adopting 3G/4G technology for the architectural design. Gadze [8] presented a hierarchical architecture for the operations domain, which is a multi-level decentralized control platform dealing with the potential impacts of emergencies. Wei [16] proposed a peer-to-peer structure for the power delivery system. Basically, every consumer and power generator acts as an interconnected node in a web-like network. Such grids can dynamically balance power supply and demand, but they require more flexible and robust management. The rest of the presented architectures [9] - [11] , [22] are in some way focused on one of four technical issues of the grid: (1) transmitting data over multiple media, (2) collecting and analyzing massive amounts of data rapidly, (3) connecting large numbers of devices and systems, and (4) ensuring reliability and security. C. Key Components
1) AMI (Advanced Metering Infrastructure):
AMI is an integration of multiple technologies that provides intelligent connections between consumers and system operators [5] . Major applications include smart meters, HAN, meter data management systems (MDMS), and operational gateways (as shown in Fig. 2 ) [5] . It is designed to help consumers know the near-real-time price of electricity and thus to optimize their power usage accordingly [4] , [5] . It also helps the grid obtain valuable information about consumers' power consumption in order to ensure the reliability of the electrical power system [6] .
2) SCADA (Supervisory Control and Data Acquisition): SCADA system is responsible for the real-time monitoring and control of the power delivery network [17] , [30] . Through intelligent remote control and distributed automation management at medium voltage substations, it can both help the grid reduce operation and maintenance costs and ensure the reliability of the power supply [17] , [22] . Two related subsystems are the energy management system (EMS) and the distribution management system (DMS) [18] , [28] .
Basically, SCADA systems consist of four parts (as shown in Fig. 3 ) [37] : 1) field data interface devices such as remote terminal units (RTUs) and programmable logic controllers (PLCs), 2) a communication system (e.g., telephone, radio, cable, satellite, etc.), 3) a central master terminal unit (MTU), and 4) human machine interface (HMI) software or systems. By using RTUs and PLCs, most control actions can be performed automatically and remotely [17] , [18] . The Idaho National Laboratory (INL)'s report [15] claimed that the current SCADA system has lots of vulnerabilities (discussed in Section III-C), but that many of them are proprietary. Creery et al. [47] discussed a few realistic situations of attack on phys-ical SCADA systems that caused a major stir in the industry. To secure a SCADA network, a variety of technologies are involved, including user and device authentication, firewalls, IPSec (Internet Protocol Security), VPN, intrusion detection systems (IDSs), etc. [40] .
3) PHEV (Plug-in Hybrid Electric Vehicle): Many studies [3] , [4] , [6] , [19] - [21] have found that PHEVs, in addition to reducing carbon emissions and reliance on fossil fuels, could also provide a means to support DER in the smart grid. Since most PHEV batteries are designed to speed up rapidly for fast discharge, parked PHEVs can supply electric power to the grid [19] . This vehicle-to-grid concept may improve the efficiency and increase the reliability of the power grid [19] . However, it is still under development and the tradeoff between costs and benefits is still uncertain [2] .
4) Communication Protocols and Standards:
The communication standards for the power industry were developed by five leading organizations including the IEEE, the IEC (International Electro-technical Commission), and the DNP3 (Distributed Network Protocol) Users Group [37] . The most prevalent protocols for SCADA communication systems are IEC 60870-5 and DNP3 [37] . The IEC protocol is typically used in Europe for communication between MTU and RTUs in SCADA systems [38] , [39] . The DNP3, which is derived from IEC 60870-5 and recognized by the IEEE 1379 standard, is widely used in Asia and North America [38] , [39] . IEC 61850 has now been released to support more enhanced capabilities including a peer-to-peer communication mode for field devices [39] . It can be regarded as a successor to the DNP3 [29] .
IEC 62351 [41] is a standard that specifies security constraints and concerns of the above communication protocols and standards. It consists of eight parts. The first two parts present an introduction to its background and a glossary of terms. Part-3 specifies the security requirements for TCP/IP profiles in IEC 60870 and IEC 61850. In particular, it describes the TLS (Transport Level Security) configuration for secure interactions [29] , [38] , [41] . Part-4 addresses MMS (Manufacturing Message Specification, ISO 9506) protocol security in the IEC 61850 standard. Specifically, the MMS will work with the TLS to secure communications [38] . Not all components are required to adopt this secure mechanism [38] . Part-5 focuses on the security of serial communication in IEC 60870 and DNP3. It suggests that the TLS (Transport Layer Security) encryption mechanism can be utilized for serial communication to enable confidentiality and integrity [38] . As for the authentication, the serial version can only address replay, spoofing, modification, and some DoS attacks [38] . It cannot prevent eavesdropping, traffic analysis, or repudiation due to its limited computing capability. However, it could be protected by alternate methods, such as VPNs or "bump-in-the-wire" (a scheme that use an IPSec device as a firewall to filter unwanted packages from the Internet) technologies, depending upon the capabilities of the devices and communications involved [38] . Relevant key management measures are also described in this part [29] . Part-6 provides security for non-routable peer-to-peer communications. Since the interval of transmitting messages over SCADA networks is limited to 4 milliseconds (according to the IEC 61850-8-1), general encryption or other security methods are not feasible [38] . Authentication therefore becomes the only option that is used for P2P security [38] . Part-7 and Part-8 are still at draft specification and require further study. The objective of Part-7 is to secure the network and system management (NSM) of the information infrastructure. Two existing technologies will be utilized: the simple network management protocol (SNMP) and the ISO common management information protocol (CMIP) [38] . Part-8 is designed to address authorization problems in control centers. One promising mechanism that is mentioned is role-based access control strategy [29] . There are also some related papers in [68] - [116] .
III. CYBER SECURITY ISSUES ON SMART GRID
The traditional power delivery system focuses on developing equipment to improve integrity, availability, and confidentiality. Until recently, contemporary communication technologies and equipment were typically regarded as supporting the power industry's reliability. Nevertheless, increased connectivity is becoming more critical to the cyber security of the power system. In a broad sense, the cyber security of the power industry covers all IT and communications issues that affect the operation of power delivery systems and the management of the utilities [3] . Specifically, securing the power grid prevents, prepares for, protects against, mitigates, responds to, and recovers from unexpected cyber events or natural disasters [3] . Wei et al. [30] pointed out that the development of a secure smart grid would encounter the following four challenges:
1) The power delivery system has new communication requirements in terms of protocols, delay, bandwidth, and cost. Avoiding early obsolescence is essential in smart grid security development. 2) Many legacy devices have been used in power automation systems for decades. Most of them only focus on a certain functionality and thus lack sufficient memory space or computational capability to deal with security problems. Integrating the existing legacy equipment into the smart grid without weakening their control performance is a challenge. 3) Networking in the current power grid uses heterogeneous technologies and protocols such as ModBus [50] , ModBus+ [50] , ProfiBus (Process Field Bus) [51] , ICCP (Inter-control Center Communication Protocol), DNP3 [37] , etc. Nevertheless, most of them were designed for connectivity without cyber security. 4) Current power systems are usually proprietary systems that provide specific performances and functionalities but not security. Many organizations are currently involved with the development of smart grid security requirements, including NERC CIP (North American Electrical Reliability Corporation -Critical Infrastructure Protection), ISA (International Society of Automation), NIPP (National Infrastructure Protection Plan), IEEE (1402), and NIST. One prominent set of requirements has been reported by the NIST Cyber Security Coordination Task Group (CSCTG) [3] . After reviewing the NIST CSCTG report [3] and existing research [13] - [15] , [17] , [21] , [22] , [24] - [36] , [39] - [43] , [48] , [52] - [67] on cyber security, we have categorized the relevant issues into five groups (shown in Table II and Table III ). Notice that general security problems such as software engineering practices, firewalls, circuit designs, and patch management will not be included in the tables.
A. Device Issues
Devices like PLCs (Programmable Logical Controllers), RTUs, and IEDs are widely deployed in power delivery systems to allow administrators to perform maintenance or to dispatch functionalities from a remote location [30] . This function also enables malicious users to manipulate the device and disrupt normal operations of the grid, such as shutting down running devices to disconnect power services or tampering with sensing data to misguide the decisions of the operators [30] . The authors in [53] discussed such a cyber vulnerability, in which an attacker could switch-off hundreds of millions of smart meters with remote off switches. Although no agreed solutions are proposed in present standards and regulations, some recommended countermeasures in [53] may be considered in further discussions. For the devices, the IEEE 1686-2007 standard has specified security requirements. However, experience shows that typical IEDs are far from complying with this standard. As described in Table II , potential security problems may present in the applications of smart meter, customer interfaces, and PHEVs.
As for the meter device, a conventional physical meter can be modified by reversing the internal usage counter (aka. meter inversion) or be manipulated to control the calculation of the electric flow [14] . Addressing this problem may require hardware support. We will therefore not focus on its solutions in this paper. Besides, data aggregation is generally perceived as a main function for the smart meter. Several algorithms [60] , [61] have been proposed to prevent the meter data from being compromised. Authors in [61] analyzed the tradeoff between security and efficiency and designed two algorithms for per-hop and end-to-end communication protocol respectively. They used AES-CCM with 128 bit shared key to encrypt the line between the meter and the gateway, which showed their protocol is reliable and energy efficient (according to their experiment results).
As for the customer interfaces and PHEVs, not too many papers are presented to address potential security problems. Ongoing relevant research mainly focuses on issues of malware attacks and fast encryption. Metke and Ekl [27] proposed some suggestions for malware protection on embedded systems and general purpose computer systems. For embedded systems, manufacturers should take full responsibility for securing software development and upgrade procedures. To meet this requirement, three possible approaches are discussed. First, the manufacturer may issue a public key to each device and encrypt all new software with the corresponding private key. The device can then validate the source of the updated patch and thus secure the system. The second method is called the "high assurance boot" (HAB) method. The embedded system will be validated once it boots up. The validation script is safely coded into its hardware by the manufacturer. Since not all devices can be rebooted very often, secure validation software is considered as the third solution. By using a device attestation technique, devices can be validated while running. When it comes to general purpose computer systems, the authors in [27] argue that current antivirus software cannot prevent the system from suffering malware attacks. Although there is currently no solution, one thing is recommended: all mobile code (e.g., ActiveX, JavaScript, Flash animation, etc.) in the smart grid should be strictly controlled from suppliers to operators.
As we know, tens of millions of sensors or RTUs are deployed in the grid for distributed automation (DA). These devices have limited bandwidth, power (battery or long sleep cycles), storage, memory, and intermittent connections [3] . Because of these constraints, applications like key management should require less centralization and more persistent connectivity than current approaches; it should also retain a certain level of trust and security for the entire infrastructure [3] . NIST requirements [3] suggest that each device has unique key and credential materials such that, if one has been compromised, others will not be affected. Zhang et al. [31] proposed a 256-bit AES-based solution to secure the traffic between two smart grid devices in Ethernet networks. AES algorithms have inherent requirements for the smart grid: it must only require a few memory spaces and be able to be used for wireless sensor networks (WSNs). In their design, all data packets in Ethernet networks consist of four fields: one header and three data fields. Specifically, the header contains the destination IP address. All other nodes except the recipient cannot read the data payload and will simply discard it. The data payload includes 3 fields. Each of them is 16 bytes, since AES will only process 16-byte sized data. To indicate whether a message is encrypted or not, the header adds an extra AES status flag; thus this message may be transmitted through other networks. By using the Altera Cyclone-2 FPGA (Field Programmable Gate Array) based platform, they have successfully implemented their design into the hardware. Experiment results indicate that the data transmission is secure only if no eavesdroppers exist on the Ethernet network and that the throughput (bytes encrypted per second) can be 1,202 bps [31] .
B. Networking Issues
Potential security problems of networking in smart grids mainly focus on issues of the Internet, wireless networks, and sensor networks. Just like the Internet, multiple networking technologies can be utilized for the smart grid, including fiber optics, land mobile radio (LMR), 3G/4G (WiMax), RS-232/RS-485 serial links, WiFi, and so on [27] . Which one will be used depends on the requirements of the grid environment and is an open issue in the development of smart grid communication standards.
For wired networks, Sun et al. [28] claimed that Ethernet Passive Optical Networks (EPON) would be a promising solution for the smart grid broadband access networks due to the following metrics: 1) backward compatibility, 2) low-cost fiber deployment and maintenance, and 3) minimal protocol overhead. EPON also has been regarded as next-generation Gigabit-Ethernet by IEEE 802.3ah standard. As shown in [3] , [30] .
• Functions like remote connect/disconnect meters and outage reporting may be used by unwarranted third parties [3] , [53] .
• Ensure the integrity of meter data.
• Secure meter maintenance.
• Detect unauthorized changes on meter.
• Authorize all accesses to/from AMI networks [3] .
Customer Interface
• Home appliances can interact with service providers or other AMI devices. Once manipulated by malicious intruders, they could be unsafe factors in residential areas [3] , [14] .
• Energy-related information can be revealed on IEDs or on the Internet. Unwarranted data may misguide users' decisions [3] .
• Access control to all customer interfaces.
• Validate notified information.
• Improve security of hardware and software upgrades [3] .
PHEV
• PHEV can be charged at different locations. Inaccurate billing or unwarranted service will disrupt operations of the market [3] .
• Establish electric vehicle standards [3] .
Networking Internet
• Certain applications may be built on the Internet. Inherent problems like malicious malware and denial of service (DoS) attacks are threats to the grid operations [1] , [3] , [17] , [30] , [32] .
• Adopt TCP/IP for smart grid networks [1] , [3] .
• VPN (IPSec), SSH, SSL/TLS [17] , [40] , [67] .
• Intrusion detection and firewalls 17,30.
Wireless Network
• In wireless networks, layer 2/3 can be easily attacked by traffic injection and modification. Without routing security, traffic on these layers is not reliable [3] , [17] .
• Protect routing protocols in layer 2/3 networks [3] .
• Security capabilities in 802.11i, 802.16e, and 3GPP LTE [27] .
Sensor Network
• Sensor data is critical for the grid. Intercepting, tampering, misrepresenting, or forging these data will damage the grid [3] , [30] .
• AES (Advanced Encryption Standard) encryption [31] , [61] .
Dispatching & Management
SCADA/ EMS/ DMS
• Distribution control commands and access logs are critical for SCADA systems. Intercepting, tampering, or forging these data damages the grid [3] , [30] , [39] , [54] - [59] .
• Synchronizing time-tagged data in wide areas is essential; without it the safety and reliability of the SCADA system cannot be achieved [3] , [20] .
• Every decision of SCADA comes from the analysis of the raw data based on a reasonable model. Improper models may mislead operator actions [3] . In addition, different vendors using distinct SCADA models will disrupt the consistency of the grid [3] , [17] .
• Load management of EMS provides both active and passive control by the service provider and customer. Inconsistent agreement on load control may cause unwarranted outages [3] .
• The management of DER plants includes load forecasts. False forecast could misguide the decision of the DMS [3] .
• Ensure all commands and log files are accurate and secure [3] .
• Use a common time reference (GPS timestamped) for time synchronization [3] , [32] .
• Customers may sign a contract with their utility company that allows their DER to be used for load support [3] .
• Use multi-layer intrusion detection [30] .
Asset
Management
• When assets need to be replaced, unplanned outages and the equipment damage could result [3] .
• Compatibility problems could emerge while integrating legacy devices into the grid, which may cause the system to fail or malfunction [1] , [3] .
• Maximize the life-cyle of assets through cooperation among relevant operators [3] .
• Back-up data mart [3] .
• Enabling backwards compatibility [3] .
Cipher Key Management
• Data encryption and digital signatures are required in sensors to secure communications. Most of existing cryptographic scheme lack of efficiency under limited space and computation [3] .
• Access and communication may occur across different domains [43] .
To manage their own credential keys in different areas is difficult, especially in a national wide scenario [3] .
• Device or system may be "locked out" when an emergency occurs [3] .
• PKI (Public Key Infrastructure) [17] , [27] .
• IBE(Identity-Based Encryption) [43] .
• Hierarchical, decentralized, and delegated schemes and their hybridization [3] . • Design a bypass or "cold boot" means for emergency while remaining secure in daily operations [3] .
Realtime Operation
• Some applications (e.g., real-time process) must meet limited time constraints. Increasing interoperability may cause unbounded and uncontrollable delays of the power system [3] , [30] .
• Minimize and make predictable timing impacts of security protections [3] . 
Information
• Unsecured time information may be used for replay attacks and revoked access, which has a significant impact on many security protocols [3] , [36] .
• Timestamps in event logs may be tampered by malicious people.
[3].
• Use phasor measurement units (PMUs) to ensure accurate time information [3] .
• Adopt existing forensic technologies to ensure temporal logs are accurate [3] .
Data & Service
• RTUs may be damaged in various ways. The accuracy of transmitted data and the quality of services therefore can not be guaranteed [33] .
• Utilize fraud detection algorithms and models used in credit card transaction monitoring [3] .
Others
Demand Response
• Tampering with information of real time pricing (RTP) may cause financial and legal problems [3] , [25] , [30] , [59] .
• Malware may infect the grid, indicating false trend of supply and demand. This causes substantial damage to the power delivery system [27] , [32] , [48] .
• Deploying trusted computing platforms [27] .
Protocols & Standards
• Existing protocols may have some inherent security flaws [30] , [32] .
• More secure standards for automation and communication must be developed [29] . Fig. 4 , a tree-based EPON will broadcast messages to every ONU (Optical Network Unit), all of which share one common channel over which to deliver data to an OLT (Optical Line Termination). In this case, every ONU is able to capture all downstream traffic from the OLT and will vie with other ONUs for limited upload bandwidth. Therefore, EPON can be easily attacked by methods such as spoofing, DoS, and eavesdropping. By using identity-based cryptography (IBC) and challenge-response technology, the authors then proposed a secure communication protocol for the EPON. Unlike traditional asymmetric cryptographic approaches (e.g., PKI), the IBC generates a public key by using an arbitrary data string, and the corresponding private key binds this information, which is signed by a trusted key distribution center (KDC) [28] . In their scheme, the OLT and ONUs will periodically perform mutual authentication. First, the OLT challenges an ONU, i, with a message, n, encrypted with i's public key. After verifying this message, i will respond with n and a random number m encrypted with OLT's public key. Upon getting this response message, the OLT can verify the identity of i. Finally, the OLT will send m back to i. Thus, i is able to verify the authority of the OLT. This mechanism establishes a secure channel between two devices. In fact, it is also adopted by the DNP standard for secure communication (e.g., challenge-response mode and aggressive mode) [39] . However, the authors did not give a simulation or an experiment to evaluate its performance in terms of time delay, package overhead, scalability, etc. Moreover, they had not discussed how to setup a KDC but rather assumed one existed.
For wireless networks, airborne radio waves would be potential vulnerabilities to adversaries. In particular, such an unprotected physical medium may disclose neighboring energy consumption data and thus cause a privacy invasion. The NIST report [3] claimed that schemes like 802.11i would help to secure smart grid wireless deployment. Moreover, Fig. 4 . Typical tree-based EPON system for the power grid [28] Metke and Ekl [27] argued that wireless smart grids could be further secured with existing standards like 802.16e (Mobile WiMax) and 3GPP LTE. Possible technologies for wireless security include, but are not limited to: mutual or server EAP (Extensible Authentication Protocol), 4-way handshake, AES-CCMP (AES-Counter Mode CBC-MAC Protocol), CBC-MAC (Cipher Block Chaining Message Authentication Code), 128 group encryption key, 3DES (Triple Data Encryption Standard), PKMv2 (Privacy and Key Management version 2) RSA acknowledgement message, and mutual authentication between UE (User Equipment) and MME (Mobility Management Entity) [27] . But, the authors did not give analysis of their feasibility in the smart grid.
KV Downstream Upstream
For sensor networks, to date, researchers [3] , [27] , [36] have reached the unanimous consensus that wireless mesh networks should be deployed in the AMI. A primary reason for this is that mesh networks can overcome bad links by using redundant communication paths [21] . Nevertheless, the IT industry has witnessed a series of attacks against wireless mesh technologies such as cross-layer traffic injection, node impersonation, route injection, message modification, etc. [3] . Most existing routing protocols lack specific strategies to secure the paths and the data mainly because of their inherent distribution features [3] . Without routing security, traffic in the AMI is not reliable. Hence, Zigbee Alliance released a standard to address this problem based on Zigbee Pro and 802.15.4 standards [36] . Bennett and Wicker [36] , however, argued that the conventional Zigbee protocol would suffer from severe delays due to the multi-tier feature of the clustertree based routing strategy. Specifically, if a meter polled 11,250 bytes of data (88 packets) every 15 minutes under 802.15.4 context with a maximum data rate of 250 kbps, then the meter only had 4 milliseconds to deliver a packet, which would become even shorter when sending additional control messages or retransmission. To speed up the transfer rate, the authors suggested adding a new layer between layers 2 and 3 of Zigbee networks. This layer would use a modified multiprotocol label switching (MPLS) layer 2.5 protocol to decrease end-to-end delays. In addition, they suggested that the routing protocol in Zigbee networks should be pure AODV (Ad Hoc On Demand Distance Vector), which could significantly shorten the time required to establish a path. Through an indepth study of the AODV protocol, the authors also found that this routing mechanism would easily suffer from "black hole" attacks [36] that discard path establishing messages. To address this problem, they proposed the solution of establishing a dedicated path between the two communication principals (as shown in Fig. 5 ). Simulation results in [36] indicated that these recommendations could improve the network throughput enough to meet the meter reading requirements.
C. Dispatching and Management Issues
Smart grid can be regarded as a combination of several micro grids [11] . Each micro grid operates autonomously within its local SCADA system and interacts with others like "Island Functionality" or "Islanding." Meanwhile, all micro grids will be controlled by a central master SCADA system in which every local SCADA acts as a slave controller providing energy related information to the central controller. This framework ensures reliability of the smart grid and thus has been approved by the IEEE-1547 standard. Traditionally, those SCADA systems are isolated and controlled by authorized personnel. Most of them lack real-time control and monitoring capabilities [32] . Until recently, GPS time-stamped (in milliseconds) phasor measurement units (PMUs) offered a solution to this problem. To address the clock synchronization problem in the distributed context, the NTP (Network Time Protocol) and the IEEE 1588 standard are used in the current SCADA system [40] . This increased interoperability, however, makes them more accessible to public users, which inevitably increases the risk of the system being compromised as follows: 1) Take down the server: If the IP of the SCADA server and the network path are known to the attacker, the server can be easily taken down or shutdown by the traditional denial of service errors or by simply deleting the system files. Denial of service can be done if the TCP/IP can be flooded. Deleting the files can be done by hacking the user passwords or gaining access to the physical system. These attacks can cause a major danger to future services as well. 2) Gaining control over the system: This is achieved by planting a Trojan or by backdoor entry into the system registries. This is the highest scale of security threat, by which a false alarm and manipulated controls can be generated and sent to RTUs causing large scale collapses. 3) Stealing corporate data: These problems occur if the enterprise security level is poor and the software architecture used is not highly capable. The corporate data can be stolen from the database for the internal rivalry between the competing service providers. 4) Fiddling with billing information: The intruders might be able to access the billing and other financial information from the system to get the details, which can later be misused and can cause major problems to the consumers. There needs to be a powerful firewall to protect the servers from losing this information. 5) Key logger software: Attackers generally tend to use the logged key strokes of the system keyboard and gain access to the system passwords and usernames. 6) Gain competitive advantage: Attackers from one service provider generally tend to access the data of the others to get to know their strategies and thus orient their planning in a way that they would eventually benefit in a competitive environment. 7) Misuse the SCADA servers to attack the other servers in the system and gain access information to the valuable information from the utility companies. 8) Manipulate mathematical data points to off track the utility operators, who then tend to detect a false alarm and tend to shutdown or rescale the system causing unnecessary latencies. 9) Change user logged data in a distant and remote DBMS; this can affect the innocent users as well as the utility companies.
For example, an attacker can attack the power grid by attacking the energy management system (EMS) [58] via faking meter data and misleading EMS by the state estimator to make bad decisions. Papers [54] - [59] studied stealthy false-data attacks against state estimators located in control centers in power systems. The authors in [54] first studied the attack, and authors in [55] - [57] further extend their work. In [56] , quantified security metrics are adopted to measure the difficulty of conducting a stealth attack against measurements. In [55] , encryption was used to protect a state estimator from attacks. In [57] , a security index was presented based on [56] and a protection scheme was proposed to further encrypt measurements to achieve maximizing their utility in terms of increased system security. The authors in [58] adopted a graph theoretic approach to detect and localize attacks of state estimations. For those unobservable data attacks (i.e. meter access restriction), a polynomial-time complexity algorithm is presented to find a minimum size of compromised meters that is required. In [59] , effects on the electricity market caused by the attack are discussed. From an economic view, the authors point out that such attack can manipulate the nodal price of ExPost market, which may bring financial profit to the attacker. However, no relevant countermeasure is presented.
The authors in [52] proposed a multilevel framework for a trust model for smart grids with distributive control systems, and the scheme migrates against widespread failures when control system components themselves are compromised. However, no kind of simulation, prototyping, and implementation was done yet.
In order to limit the access right only to authorized personnel, Cheung et al. [24] have proposed a smart grid rolebased access control (SRAC) strategy. In this strategy, each micro grid is divided into several sub-domains according to its functionalities and energy resources. The local SCADA system acts as a gateway to authorize access privileges to both local and foreign domain users with predefined security policies and role constraints. In the SRAC model, a user may be assigned several roles with different authorities and functions across the grids. A role could share its responsibilities with other roles. The role hierarchy can be organized and stored as a tree structure, in which the "parent" role directly inherits all the privileges of its "children" roles. A corresponding XML (Extensible Markup Language)-based security policy has been developed to simplify SRAC security management. Nevertheless, the authors have not clarified the details of the SRAC administration and authentication procedures in [24] . To achieve this goal, Hamlyn et al. [26] proposed the following constructive suggestions for the SRAC implementation: 1) use state-of-the-art digital credential technologies to verify all access requests; 2) check the reliability and trustworthiness of each request before issuing any certificate to the user.
For the above two suggestions, a flexible, robust, and efficient key management strategy is required. Years of research on securing IT communication systems tell us that deploying symmetric keys into a large number of devices can be expensive and unreliable [27] . Contemporary trust management technologies should be customized specifically for the smart grid communication system [27] . Metke and Ekl [27] believe that PKI technology is the best key management solution for the smart grid. In the current power grid, four relevant technical factors are discussed for PKI implementation: 1) PKI standards, 2) automated trust anchor (TA) security, 3) certificate attributes, and 4) smart grid PKI tools [27] . First of all, establishing a set of smart grid PKI standards is critical for device manufacturers and power service providers. Those standards should specify the security policies, PKI practices, and certificate formats. Second, they should ensure that each smart grid device has correct TA information [27] . One possible approach is to use a factory preload certificate. Every time they install a new device, the smart grid operator will authenticate it with a root certificate by using the manufacturer's TA transfer tool. Then the device's TA information will be securely stored in a local policy database. Third, certificate attributes should not involve the participation of security severs because of their unreachable situation. Thus, local policy attributes and local certificate statuses are required. Finally, they must build relevant smart grid PKI tools to ease the management of PKI components [27] . This process can be accomplished by modifying existing PKI operation tools.
A good example to deploy PKI technology into the smart grid is proposed by Hayden et al. [43] . By using an identitybased cryptograph (IBC) method, they addressed the confidentiality and authenticity issues in an AMI communication network. Based on their implementation results, they argued that this design did not require a complex setup procedure and was scalable in terms of small packet overhead (128 bytes). However, this mechanism requires a central key-generating server to distribute a private key for a certain device or a user. Thus, key management is still an issue for regional and national wide deployment.
D. Anomaly Detection Issues
Reliable operations of the smart grid require accurate and timely detection for anomalous and outliers events [3] . Ways of detecting and coping with errors and faults in the power grid need to be reviewed and studied in a model that includes systematic malicious manipulation [3] .
To meet the criteria for automated fault analysis in the smart grid, several studies were undertaken [34] , [35] , many of which are still on-going. These include 1) a concept for detecting, classifying, and mitigating cascading events based on local and system-wide monitoring data; 2) implementing an optimal fault location algorithm that uses data from substation IEDs, as well as data from the SCADA PI Historian and simulation data from short circuit programs; 3) developing a risk-based asset management methodology for maintenance scheduling that takes into account condition-based data captured by substation IEDs; 4) proposing an intelligent alarm processor approach to take advantage of enhanced protective relay data in explaining cause-effect relationships between alarms; 5) a neural network based protective relaying scheme that enables simultaneous enhancements in dependability and security of transmission line protection.
Pang et al. [33] proposed a multi-agent based fault location algorithm for the smart grid. In their model, every smart distribution unit is regarded as an agent, and all agents construct a multi-agent system. There are three types of agents: node agent, control agent, and database agent. The node agent is typically bounded with an IED that locates at a feeder node of a smart grid. It can collect transient zero voltage and current signals and calculate the transient reactive power in selected frequency bands (SFB). This calculation result will be shared among different neighboring node agents. According to the transient reactive power of this node and the transient reactive power of the neighbor node, the node agent can judge whether the feeder section concluding this node is faulty or not. The control agent is located at the control centre of a smart grid. It can receive the fault information from node agents and send the control command to node agents and trigger the alarm device when a fault occurs. Meanwhile, it can manage fault data in database agent to print, display the fault data, and so on. The database agent is responsible for storing fault data and the control command [33] . When one feeder is fault, every agent obtains transient zero voltage and current and computes transient zero reactive power in special frequency bands. Through communication and collaboration among agents, all fault information is shared. According to comparing amplitude and direction of transient zero reactive power between neighbor nodes, the fault section is located.
In [63] , the authors explored the threats model and constraints of the AMI and then analyzed the requirements for host intrusion detection design. They claimed that the best IDS choice for AMI is specification-based detection, which is defined as "identifying deviations from a correct behavior profile predefined using logical specifications." The paper only gives a guideline for architectural design. More intensive study is required to complete this work.
E. Other Issues
Virtually all modern data communication protocols adhere to a messaging protocol that is well documented and available in the public domain. The DNP protocol is widely used by electric utilities throughout North America. The DNP protocol specification can be attained for a nominal user fee. Using these documented protocols allows an intruder to do reverse engineering of the data acquisition protocol and exploit the protocol using a "Man-in-the-middle" attack. The adverse effects could include sending misleading data to the field device or control center operator resulting in 1) financial loss if the attack leads to excess generation output; 2) physical danger if a line is energized while linemen are in the field servicing the line; 3) equipment damage if control commands sent to the field result in overload conditions [30] .
Another issue involves information communication standards. IEC 61850 is a popular standard that specifies interoperability technologies and data formats for communication in the domain of power automation [29] . Authors in [67] proposed a prototype multicast system SecureSCL (Secure Substation Configuration Language) to handle publish-subscribe relationships in IEC 61850 power substation networks. It is a crosslayer design that secures the inter-substation communications by using IPsec multicast. Besides, the authors also developed a tool to detect multicast configuration anomalies. Preliminary experiment results show that their work can meet the latency requirement of power substations.
IEC 62351 is a support standard for IEC 61850 that particularly focuses on security and technical requirements of vendors. Fries et al. [29] gave an overview of both documents and pointed out that IEC 62351 should be updated due to some new use cases in the smart grid. Those use cases are mainly derived from customer participation and demand response in the grid. According to the results of the IEC 62351, the authors argued that the MMS and XML should be further improved to ensure the integrity of the application layer. As depicted in Fig.  6 , when a central command is forwarded by an intermediate substation, the current MMS version in IEC 62351 is unable to ensure its integrity in the application layer. To address this problem, the authors proposed a possible solution by adding a "cryptotoken" to the command packet. First, it establishes a TLS connection on every hop with corresponding session keys on the transport level. Second, it establishes an end-to-end communication channel on the application level and negotiates the session key during the handshake phase. Third, it uses this session key to secure all subsequent traffic. Through these steps, integrity in the application layer is achieved.
IV. PRIVACY ISSUES ON SMART GRID
Intelligent control and economic management of energy consumption require more interoperability between consumers and service providers. Unprotected energy-related data will cause invasions of privacy in the smart grid. In particular, radio waves in AMI may disclose information about where people were and when and what they were doing [23] . Failure to address privacy issues in the smart grid will not be accepted by regulators and customers. In this section, we will give a brief overview of current studies on privacy issues in the smart grid.
A. Personal Information
Personal information is any recorded information that can identify an individual directly or indirectly [3] , [12] . Besides one's name, biographical, and contact information, it may also involve personal choices, social activities, health problem, or any economic, physical, or mental information derived from the above, and information about other relatives [12] . Considering in the smart grid context, any type of energy use data that links to personal information should be secured and monitored in a proper way. NIST guidelines [3] have provided a list of personal information that may be available through the smart grid as follows: 1) Name: responsible for the account. 2) Address: location to which service is being taken. 3) Account Number: unique identifier for the account. 4) Meter Reading: kW, kWh consumption recorded at 15-60 minute intervals during the current billing cycle. 5) Current Bill : current amount due on the account. 6) Billing History: past meter readings and bills, including history of late payments/failure to pay, if any. 7) HAN : in-home electrical appliances. 8) Lifestyle: when the home is occupied and it is unoccupied, when occupants are awake and when they are asleep, how many various appliances are used, etc. 9) DER : the presence of on-site generation and/or storage devices, operational status, net supply to or consumption from the grid, usage patterns. 10) Meter IP : the IP address for the meter, if applicable. 11) Service Provider: identity of the party supplying this account, relevant only in retail access markets.
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B. Privacy Concerns
In the context of the smart grid, energy consumption data obtained by a third party may disclose personal information without one's permission. Besides establishing corresponding laws and regulations to protect personal information in the smart grid, we also require a secure mechanism to prevent privacy violation from breaching local data and remote copies. According to the study of NIST [3] , four typical areas of privacy concern in the smart grid are presented as follows:
First of all, fraud should be considered, especially when energy consumption is attributed to a different location (e.g., in PHEVs' case) [3] . The metering system (either physical recording or electronically and remotely metering systems) should not allow any personnel abuse or modify the collected data [3] . In particular, NIST's report [3] has analyzed two relevant privacy use cases in detail. One case is about a landlord with tenants who have PHEVs that require being charged separately. For the purpose of preserving the privacy of the tenants, utility is involved to authenticate communications between the smart meter and PHEVs through a secure line and energy services communication interface (ESCI) provided by the utility and/or vehicle manufacturer. Another case is regarding PHEV general registration and enrollment process. In order to complete initial setup for PHEVs, NIST believes that utilities should offer the following services to customers: 1) enrollment, 2) registration, 3) initial connection, 4) ability to repeatedly re-establish connection between a utility and PHEV, 5) ability to provide a PHEV tariff or charging status information to customer interfaces, and 6) correct bill.
Second, data in the smart meter and HAN could reveal certain activities of home smart appliances [3] . In addition, it is can be used for tracking specific times and locations of energy consumption in specific areas of the home, which may further indicate the appliances used and/or types of activities.
For example, appliance vendors may want this kind of data to know both how and why individuals used their products in certain ways. Such information therefore could impact appliance warranties. Meanwhile, other entities may need this data to conduct target marketing. Georgios et al. [44] designed a system that utilized a power router and a rechargeable battery to hide or obscure load signatures in a home area. In this system, they assume that the home will have several energy storage and generation devices in the future. Through a power router, appliance load signature or usage pattern will be moderated and thus cannot be recognized and tracked by a malicious intruder. They have further improved this model in [65] and named it as ElecPrivacy. Besides, a number of privacy measurement approaches are provided for this model in [65] .
Third, obtaining near-real-time data regarding energy consumption may infer whether a residence or facility is occupied, where people are in the structure, what they are doing, and so on [3] . Authors in [60] proposed a data aggregation approach for all level meters based on spanning tree topology. By using homomorphic encryption method, data is secured all the way from home meters to the data center. It can well protect the privacy of the individual power usage according to their analysis and evaluation in [66] . In [62] , researchers pointed out that customers would possibly deploy a separate measurement device at home to better monitor their power usage. The redundant meter data, if transmitted in an unsecured wireless line, could leak customer's information to an eavesdropper. By compressing the data to a rate below its entropy, the authors in [62] proposed a coding method that well addressed this problem.
Fourth, personal lifestyle information derived from energy use data could be valuable to some vendors or parties [3] . For instance, vendors may use this information for targeted marketing, which could not be welcomed by those targets. The beneficial information may be revealed by new technologies like smart meters, time of use and demand rates, and direct load control of equipment. They could be further sold and used for energy management analysis and peer comparisons. Costas et al. [45] proposed an escrow-based anonymization scheme to prevent personal information from being tracked by unauthorized third parties. They categorized metering data into two parts: "high-frequency" and "low-frequency." Then corresponding setup and communication procedures were designed for each type of data. Those procedures are both regular PKI authentication approaches. Since the anonymity degree of the system depends on the size of the "anonymity set," to widely deploy such a scheme requires a further investigation.
In addition, two aspects of the Smart Grid data need to be considered in the review of existing laws and regulatory policies to ensure that new types of data are addressed [3] : 1) granular and available data on use of individual appliances by time and location; 2) public awareness of contractual agreements about data ownership and what may be revealed about people's daily activities.
C. Recommendations
NIST has delivered a report [3] on the consumer-to-utility privacy impact assessment (PIA) of the smart grid. Ten potential design principles are proposed to address privacy issues in the smart grid:
1) An organization should ensure that information security and privacy policies and practices exist and are documented and followed. Audit functions should be present to monitor all data accesses and modifications. 2) Before collecting and sharing personal information and energy use data, a clearly-specified notice should be announced. 3) Available choices should be presented to all users.
Organizations need to obtain users' consent or implied consent if it is not feasible, with respect to the collection, use, and disclosure of their personal information. 4) Only personal information that is required to fulfill the stated purpose should be collected from individuals. Treatment of the information should conform to these privacy principles. 5) Information should only be used or disclosed for the purpose for which it was collected and should only be divulged to those parties authorized to receive it. Personal information should be aggregated or anonymized wherever possible to limit the potential for computer matching of records. Personal information should only be kept as long as is necessary to fulfill the purposes for which it was collected. 6) The organization should allow individuals to check their corresponding personal information and to request the correction of perceived inaccuracies. Personal information data subjects should be notified about parties with whom personal information has been shared. 7) Personal information should be used only for the purposes for which it was collected. Personal information should not be disclosed to any other parties except for those identified in the notice, or with the explicit consent of the service recipient. 8) Personal information in all forms, should be protected from unauthorized modification, copying, disclosure, access, use, loss, or theft. 9) Organizations should ensure the data usage information is complete, accurate, and relevant for the purposes identified in the notice. 10) Privacy policies should be made available to service recipients. These service recipients should be given the ability and process to challenge an organization's compliance with their state privacy regulations and organizational privacy policies as well as their actual privacy practices. Cavoukian et al. [12] presented the conceptual model "SmartPrivacy" to prevent potential invasions of privacy while ensuring full functionality of the smart grid. Specifically, in the case of utilities providing personal information to a third party with the express consent of an individual, the following are examples of SmartPrivacy defaults that offer greater protection of privacy:
• The information provided to third parties should be minimized such that it only fulfills the purpose of relevant services. For example, partial location data (e.g., the first few digits of a zip code) may be sufficient for services that allow for comparison of neighborhood averages and other features such as weather statistics.
• When data is transmitted, the risk of interception arises.
Appropriate and secure channels of transmission between different communication protocols are required to ensure strong privacy protection in the smart grid.
• Anonymize identity if possible. When sharing data with a third party, consider using a pseudonym such as a unique number that the individual would be permitted to reset at any time.
• Third parties should not request information from the utility about consumers, or consumers must be able to maintain control over the type of information that is disclosed to third parties by the utility.
• Third parties should agree not to correlate data with data obtained from other sources or the individual, without the consent of the individual.
V. FUTURE RESEARCH DIRECTIONS Generally speaking, three areas should be further studied to enhance the security level of the grid: 1) integrity and confidentiality of the transmitted data, 2) building a robust and efficient dispatching and management model for SCADA system, and 3) establishing a universal policy and standard for secure communication technology. We also have examined privacy concerns in the smart grid. To eliminate personal information leakage problems, we believe that state-of-the-art techniques like anonymity, access control, and accountability might provide their solutions. Possible future research directions may include following subsections.
A. Control System Security
Industrial control normally does not do too much about security. In recent years, people pay some attention to control systems security to protect power generation, transmission and distribution. Co-designs of control and security in smart grids will be interesting topics in the future.
B. Power System Security
Besides cyber security, vulnerabilities in physical power grid should also be further explored and studied. Since new devices will be largely deployed, no one can guarantee the power line itself is 100% secure. Standards and regulations for those new components and their compatibilities need to be modified accordingly. Authors in [64] give us a good example. They proposed a graph-based model that combined both cyber and electrical grid. It can be used for analyzing the cause-effect relations on cyber attacks. Before it applies to a large-scale power grid, more work is still required.
C. Accountability
As we know, advanced cyber security technologies may well protect every level of the current network infrastructure. However, new vulnerabilities and risks continue to emerge under the particular framework of the smart grid. As a complement, accountability is required to further secure the smart grid in terms of privacy, integrity, and confidentiality. Even if a security issue presents itself, the built-in accountability mechanism will determine who is responsible for it. Once detected, some problems can be fixed automatically through the predefined program, while others may provide valuable information to experts for evaluation.
Generally speaking, accountability means that the system is recordable and traceable; this makes the system liable to those communication principles for their actions. Every single change in a local host or network traffic, which may be the most important or most desirable information, can be used as evidence in future judgment. Under such a circumstance, no one can deny their actions, not even the administrators or other users with high privileges. Together with some suitable punishments or laws in the real world, this will prevent many attacks.
One case study for the accountability is the monthly electricity bill of every homeowner. Albeit the real-time, or dayto-day, cost of electricity could be determined by the smart meter, we still doubt its reliability. The utility or the smart meter itself may alter transmitted data to suit someone's interests or for some other reasons (e.g., because they are under attack). As a consequence, homeowners could have two different electric bills: one from the utility and one from the smart meter. We have proposed an approach to address this issue in [49] . With accountability, the false party can be detected by provable evidences. To extend the accountability concept to the whole gird, area, regional and nationwide power management systems should be involved.
D. Integrity and Confidentiality
Integrity and confidentiality are two main aspects for computer and network security design. Naturally, they are still essential for securing the smart grids. For example, integrating with huge numbers of DERs may incorporate with distributed database management system and cloud computing technologies. Whether or not we could adopt current solutions to provide integrity and confidentiality for smart grid is indeed a future research direction.
E. Privacy
Privacy issues in cyber security may be addressed by adopting newly anonymous communication technologies. Current approaches to anonymize traffic in general networks will cause overhead problems or delay issues. For some time-critical operations, limited bandwidth and less connectivity features in the smart grid may hinder the implementation of anonymity. Some pilot works are presented in [44] and [45] . In addition, network traffic camouflage technique could be considered to hide critical entity (e.g., database or control center) in the grid.
VI. CONCLUSION
This paper mainly gives an overview of cyber security and privacy issues in the smart grid. According to existing research, we may conclude that almost every aspect related to IT technology in the smart grid has potential vulnerabilities due to inherent security risks in the general IT environment. The paper also provides future research directions.
Cyber security and privacy issues in the smart grid are new areas in the fields of power industry, electrical engineering, and computer science. More in-depth research is required to develop such a promising power grid in the near future. 
